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Purpose

This report provides an overview of the stages followed prior to the formulation of
the Strategic Internal Audit Plan for 2024/25 to 2026/27 and the Annual Internal
Audit Plan for 2024/25.

The Annual Internal Audit Plan will then serve as the work programme for the
Council’s Internal Audit Services Contractor, TIAA Ltd.

It will also provide the basis for the annual audit opinion on the overall adequacy
and effectiveness of Norwich City Council’s framework of governance, risk
management and internal control.

Recommendation:
It is recommended that the Audit Committee approves:

the Internal Audit Charter;

the Internal Audit Strategy;

the Strategic Internal Audit Plans 2024/25 to 2026/27; and
the Annual Internal Audit Plan 2024/25
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Policy framework

The council has five corporate priorities, which are:

People live independently and well in a diverse and safe city.

Norwich is a sustainable and healthy city.

Norwich has the infrastructure and housing it needs to be a successful city.

The city has an inclusive economy in which residents have equal
opportunity to flourish.



¢ Norwich City Council is in good shape to serve the city.

This report is relevant for all five corporate aims.



Report details

1. The Accounts and Audit Regulations 2015 require that “a relevant authority
must undertake an effective internal audit to evaluate the effectiveness of its
risk management, control and governance processes, taking into account
public sector internal auditing standards or guidance”.

2. Those standards are set out in the Public Sector Internal Audit Standards
(PSIAS) updated 2017.

3. The attached report contains:

the Internal Audit Charter, outlining Internal Audit purpose, authority, and
responsibilities of Internal Audit.

the Internal Audit Strategy, which is a strategic high-level statement on how
the internal audit service will be delivered and developed in accordance
with the charter and how it links to the organisational objectives and
priorities.

the Strategic Internal Audit Plan, which details the plan of work for the next
three financial years; and

the Annual Internal Audit Plan, which details the timing and the purpose of
each audit agreed for inclusion in 2024/25.

Consultation

4. The audit planning approach has been developed through consultation with
Heads of Services within the Council, the Council’'s Senior Management Team
and the Council’s Chief Financial (S151) Officer.

Implications

Financial and resources

5. The Internal Audit plan for 2024/25 will be delivered in accordance with the
agreed budget.

Legal

6. The maintenance of an adequate and effective internal audit service is a
statutory requirement. The provision of an audit plan covering the principal risk
areas of the Council is an important part of assuring that the Council is
achieving value for money.

Consideration Details of any implications and proposed

measures to address:

Equality and diversity Not applicable for this report.
Health, social and economic Not applicable for this report.
impact

Crime and disorder Not applicable for this report.




Consideration

Details of any implications and proposed
measures to address:

Children and adults safeguarding Not applicable for this report.

Environmental impact

Not applicable for this report.

Risk management

Risk Consequence Controls required

If an annual internal This will affect the Approval of strategic and
audit plan is not agreed, | assurances that are annual internal audit plans on
an annual audit opinion | detailed within the AGS | right Audit Committee agenda
will not be able to be in these areas. and on the work plan.
provided by the HOIA.

Other options considered

7. Not applicable for this report.

Reasons for the decision/recommendation

8. To ensure adequate levels of coverage are provided to enable an opinion to be
given on the governance, risk management and internal control.

Background papers:
None

Contact officer:

Name: Teresa Sharman, Head of Internal Audit for Norwich City Council

Telephone number: 01603 430138

Email address: teresa.sharman@southnorfolkandbroadland.gov.uk
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communication for all

If you would like this agenda in an alternative format,
such as a larger or smaller font, audio or Braille, or in a
different language, please contact the committee
officer above.
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INTRODUCTION

The Accounts and Audit Regulations 2015 require that “a relevant authority must undertake
an effective internal audit to evaluate the effectiveness of its risk management, control and
governance processes, taking into account public sector internal auditing standards or
guidance”.

The Public Sector Internal Audit Standards (PSIAS) mandate a periodic preparation of a risk-
based plan, which must incorporate or be linked to a strategic high-level statement on how the
internal audit service will be delivered and developed in accordance with the Charter and how
it links to the organisational objectives and priorities; this is set out in the Internal Audit
Strategy.

Risk is defined as 'the possibility of an event occurring that will have an impact on the
achievement of objectives’. Risk can be a positive and negative aspect, so as well as
managing things that could have an adverse impact (downside risk) it is also important to look
at potential benefits (upside risk).

The development of a risk-based plan considers the organisation's risk management
framework. The process identifies the assurance (and consulting) assignments for a specific
period, by identifying and prioritising all those areas on which objective assurance is required.
This is then also applied when carrying out individual risk-based assignments to provide
assurance on part of the risk management framework, including the mitigation of individual or
groups of risks.

The following factors are also considered when developing the internal audit plan:

e The risk profile and maturity of the Council;

e Previous assurance gradings given in each area;

e Any declarations to avoid conflicts of interest;

e The requirements of the use of specialists e.g., IT auditors;

e Striking the right balance over the range of reviews needing to be delivered, for
example, systems and risk-based reviews, specific key controls testing, value for
money and added value reviews;

e Allowing contingency time to undertake ad-hoc reviews or fraud investigations as
necessary;

e The time required to carry out the audit planning process effectively as well as regular
reporting to and attendance at Audit Committee, the development of the annual report
and opinion and the Quality Assurance and Improvement Programme.

In accordance with best practice the Audit Committee should ‘review and assess the annual
internal audit work plan’.

INTERNAL AUDIT CHARTER

There is an obligation under the PSIAS for the Charter to be periodically reviewed and
presented. This Charter is reviewed annually by the Head of Internal Audit to confirm its
ongoing validity and completeness, and presented to the Section 151 Officer, senior
management and the Audit Committee annually for approval. The Charter can be found at
Appendix 1. Please note that no significant changes have been made to the Charter.
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As part of the review of the Charter, the Code of Ethics are also reviewed by the Head of
Internal Audit, and it is ensured that the Internal Audit Services contractor staff, as well as the
Head of Internal Audit and Senior Internal Auditor adhere to these, specifically regarding
integrity, objectivity, confidentiality and competency. Formal sign off to acceptance of the Code
of Ethics is retained by the Eastern Internal Audit Services.

INTERNAL AUDIT STRATEGY
The purpose of the Internal Audit Strategy (see Appendix 2) is to confirm:

e How internal audit services will be delivered;

¢ How internal audit services will be developed in accordance with the internal audit
Charter;

¢ How internal audit services links to organisational objectives and priorities; and

¢ How the internal audit resource requirements have been assessed and how they will
be enhanced.

STRATEGIC INTERNAL AUDIT PLAN

The overarching objective of the Strategic Internal Audit Plan (see Appendix 3) is to provide
a comprehensive programme of review work over the next three-year period following
2024/25. Each year provides sufficient audit coverage to give an annual opinion, which can
be used to inform the organisation’s Annual Governance Statement.

The coverage over the subsequent three-year period has been discussed with the Executive
Leadership Team to ensure audits are undertaken at the right time, at a time where value can
be added, as well as ensuring sufficient coverage for an annual opinion on the framework of
governance, risk management and control.

ANNUAL INTERNAL AUDIT PLAN

Having developed the Strategic Internal Audit Plan, the annual Internal Audit Plan is an extract
of this for the forthcoming financial year (see Appendix 4). The plan includes the areas being
reviewed by Internal Audit, the number of days for each review, the quarter during which the
audit will take place and a summary and purpose of the review.

The annual Internal Audit Plan for 2024/25 totals 320 audit days, encompassing 23 internal
audit reviews, three of which cover IT processes, and three advisory pieces of work.

Audit verification work concerning audit recommendations implemented to improve the
Council’s internal control environment will also be undertaken throughout the financial year.

Depending on any changes to the control environment over the year, the annual Internal Audit
Plan may need to be revised to respond to emerging risks. The Head of Internal Audit will
regularly review the Corporate Risk Register and report through to the Committee any
necessary changes to the plan of work.
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ASSURANCE MAPPING

The 2022/23 External Quality Assessment of the Internal Audit function concluded that the
internal audit service is delivered in conformance with the Public Sector Internal Audit
Standards. Assurance Mapping was highlighted as an area requiring development.

Assurance mapping is an emerging area of internal audit practice which involves mapping a
visual representation of assurance activities as they apply to a specific set of risks or
compliance requirements facing an organisation.

This exercise is particularly useful to undertake as part of internal audit planning as it allows
the function to determine to what extent it can rely on and co-ordinate its activities with other
assurance providers to enhance value and prevent duplication.

Following discussions with management during the 2023/24 audit planning process, the
Internal Audit Team mapped the types of assurance available for the top four corporate risks

facing the Council at this time in each of the three assurance categories listed below.

Three lines of assurance

The first line of assurance
(functions that own and
manage risks)

The second line of assurance
(functions that oversee or
who specialise in compliance
o the management of risk)

The third line of assurance
(functions that provide
independent assurance)

Assurances in this area are
provided by managers and
staff who are responsible for
identifying and managing risk
as part of their accountability
for achieving objectives.

Assurances in this area are
provided by those that monitor
frameworks, enable risk and
compliance to be managed in
the first line. Second line
assurance functions are often
involved in monitoring the
effectiveness in the first line
ensuring risks are managed
consistently.

Assurances at this level are
typically provided by internal
audit. Sitting outside the risk
management processes of the
first two lines of defence. The
main role of this defence line is
to provide an evaluation of the
effectiveness of the
organisations approach to
governance, risk management
and control.

The assurance map provided at Appendix 5 of this report highlights what assurances were
available in each of the three lines for the then top three corporate risks in 2023/24. This was
used to provide justification to the areas included within the strategic and annual internal
audit plans for 2023/24. This exercise has not been repeated for audit planning purposes

this year.

The top three corporate risks have changed, with only COPR20, ‘cost of living crisis has a
negative impact on the city and the Council’ being one of the top three corporate risks as at
February 2024. The other two are COPR21, ‘climate change risk to Council and its
residents’, and COPR 22, ‘failure to meet performance and service improvement
requirements (repairs and maintenance)’.

It is proposed that all or some of the top three corporate risks are developed further during
2024/25 into more detailed assurance maps.
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EASTERN INTERNAL AUDIT SERVICES
INTERNAL AUDIT CHARTER FOR 2024/25
Introduction

The Public Sector Internal Audit Standards (PSIAS) came into effect from 1 April 2013, these
provide a consolidated approach across the public sector encouraging continuity, sound
corporate governance and transparency.

The Standards require all internal audit services to implement, monitor and review an internal
audit charter; this formally defines the internal audit’s purpose, authority and responsibility,
and is a mandatory document.

The Charter also displays a formal commitment to and recognises the mandatory nature of
the Core Principles for the Professional Practice of Internal Auditing, the Code of Ethics and
the Standards, i.e., the International Professional Practices Framework (IPPF).

This Internal Audit Charter is applicable to each of the following internal audit consortium
members covered by Eastern Internal Audit Services (EIAS).

e Breckland District Council;

e Broadland District Council;

e Great Yarmouth Borough Council;
¢ North Norfolk District Council;

¢ Norwich City Council;

e South Norfolk Council; and

e Broads Authority.

The term Local Authority will be used to describe the above consortium members throughout
the Charter and the Chief Audit Executive is the Head of Internal Audit.

Mission

Standards require the Internal Audit Function to articulate its overall purpose and summarise
the way it will provide value to the organisation. The mission statement for EIAS is as follows:

“Protecting each of our consortium members ability to enhance value through the provision of
independent risk-based assurance and advice”

This charter:
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o Establishes the position and reporting lines of internal audit;

e OQutlines provision for unrestricted access to information, officers, management and
members as appropriate;

e Sets the tone for internal audit activities;

e Defines the nature and scope of internal audit services, in particular assurance and
consultancy services; and

e Sets out the nature and scope of assurance provided to other parties.

The Charter is to be periodically reviewed and presented to Senior Management and the
Board for approval annually. The Charter will be reviewed by the Chief Audit Executive to
confirm its ongoing completeness and validity and presented to senior management and the
Board.

Purpose, Authority and Responsibility

Purpose

Internal auditing is best summarised through its definition with the Standards, “an independent,
objective assurance and consulting activity designed to add value and improve an
organisation’s operations. It helps an organisation accomplish its objectives by bringing a
systematic, disciplined approach to evaluate and improve the effectiveness of risk
management, control and governance processes”.

Internal audit will provide reasonable assurance to each member of the Internal Audit
Consortium, that necessary arrangements are in place and operating effectively, and to
identify risk exposures and areas where improvements can be made.

Authority

The Accounts and Audit Regulations (England) 2015, states that the relevant body must;
“undertake an effective internal audit to evaluate the effectiveness of its risk management,
control and governance processes, taking into account public sector internal auditing
standards or guidance”. The statutory requirement for internal audit is recognised in the
Constitution of each Local Authority and the internal auditing standards in this regard are the
Public Sector Internal Audit Standards.

Responsibility

The responsibility for maintaining an adequate and effective internal audit to evaluate risk
management, control and governance processes lies with each Local Authority’s Chief
Finance Officer (the Section 151 Officer or Section 17 Officer).

The Local Authority and its Members must be satisfied about the adequacy of the advice and
support it receives from internal audit.

Internal audit is provided by Eastern Internal Audit Services, with the Chief Audit Executive
being responsible for ensuring the internal audit activity is undertaken in accordance with the
definition of internal auditing, the code of ethics and the standards for all consortium members.

Senior management are responsible for ensuring that internal control, risk management and

governance arrangements are sufficient to address the risks facing the Local Authority.
Accountability for responding to internal audit rests with senior management who either accept
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and implement the recommendations, or formally reject them. Any advice that is rejected will
be formally reported to senior management and the respective Audit Committee.

Key Relationships and Position in the Organisation

The Standards require the terms ‘Chief Audit Executive’, ‘Board’ and ‘Senior Management’ to
be defined in the context of the governance arrangements in each public sector organisation
in order to safeguard the independence and objectivity of internal audit. The following
interpretations are applied within Eastern Internal Audit Services.

Chief Audit Executive

The Chief Audit Executive is based at South Norfolk Council and provides the Head of Internal
Audit role to all consortium members. At South Norfolk Council, the Chief Audit Executive
reports to the Chief of Staff who reports to the Managing Director of South Norfolk and
Broadland.

The Head of Internal Audit also report functionally to each Section 151 Officer or Section 17
Officer at all other members of the Consortium.

The Head of Internal Audit has a direct line of reporting and unfettered access to each Chief
Executive, the Senior Management Team at each Local Authority and the Chair of the Board
at each Local Authority.

The delivery of the Annual Audit Plans for all consortium members and any specified ad-hoc
assignments is provided by an external contractor, TIAA Ltd from 1 April 2022. The Head of
Internal Audit manages this contract.

Board

In the context of overseeing the work of Internal Audit at each Local Authority, the ‘Board’ will
be the Audit Committee (or equivalent) of the Local Authority, which has been established as
part of the governance arrangements. The Audit Committee’s responsibilities are discharged
through each of the Local Authority’s Constitution’s and explicitly referred to in each terms of
reference.

This functional reporting includes: -

e Approving the audit charter, audit strategy and risk based annual plans on an annual
basis;

¢ Receiving regular reports on the outcomes of internal audit activity and performance;

e Receiving regular reports on management action in relation to agreed internal audit
recommendations;

e Receiving the Annual Report and Opinion of the Head of Internal Audit, alongside a
conclusion as to the effectiveness of internal audit;

o Overseeing External Assessments of the Internal Audit Service, at least once every 5
years.

Internal Audit work closely with the chair and members of the Audit Committee to facilitate and
support their activities, part of which includes facilitating a self- assessment and providing
training.

Senior Management
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‘Senior Management’ is those individuals responsible for the leadership and direction of the
organisation, and are responsible for specific aspects of internal control, risk management and
governance arrangements. There is effective liaison between internal audit and senior
management to ensure that independence remains and provides for a critical challenge.

The Head of Internal Audit meets regularly with the Section 151 Officer or Section 17 Officer
to ensure organisational awareness is maintained, to discuss progress with the agreed Internal
Audit Plan and to maintain a good working relationship. These arrangements facilitate
discussions in relation to the current and emerging risks and issues to ensure that the internal
audit plan of work remains reflective and responds as required.

External Audit
Regular liaison is maintained with External Audit to consult on audit plans, and to discuss
matters of mutual interest. The external auditors have the opportunity to take account of the

work of internal audit where appropriate.

Other Internal Audit Service Providers

Where appropriate internal audit will liaise with other internal audit providers, where shared
arrangements exist. In such cases, a dialogue will be opened with the Chief Audit Executive
to agree a way forward regarding the auditing of such shared services. This is to ensure an
efficient and effective approach and enable reliance on each other’s outcomes. Where formal
arrangements are entered into, a protocol will be determined and agreed by both Chief Audit
Executives.

Internal audit will also co-operate with all external review and inspection bodies that are
authorised to access and evaluate the activities of the Local Authority, to determine
compliance with regulations and standards. Assurances arising from this work will be taken
into account where applicable.

Rights of Access

Internal audit, with strict accountability for confidentiality and safeguarding records and
information, is authorised to have the right of access to all records, assets, personnel and
premises and has authority to obtain such information and explanations as it considers
necessary to fulfil its responsibilities. This access is full, free and unrestricted and is set out in
each Local Authority’s Constitution.

Such access shall be granted on demand and shall not be subject to prior notice, although in
principle, the provision of prior notice will be given wherever possible and appropriate, unless
circumstances dictate otherwise.

Objective and Scope
The provision of assurance services is the primary role of Eastern Internal Audit Services, thus
allowing the Head of Internal Audit to provide an annual audit opinion on the adequacy and

effectiveness of the Local Authority’s framework of governance, risk management and control,
together with reasons if the opinion is unfavourable.
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Internal audit will also provide consultancy services, at the request of management. These
reviews are advisory in nature and generally performed to facilitate improved governance, risk
management and control. This work may contribute to the annual audit opinion.

Whichever role / remit is carried out by internal audit the scope is to be determined by internal
audit, through discussions with senior management; however, this scope will not be unduly
bias nor shall it be restricted.

A risk based Strategic Internal Audit Plan will be developed each year to determine an
appropriate level of risk-based audit coverage required to generate an annual audit opinion.
The plan will be derived from risk assessments, discussions with Senior Management and
Audit Committee taking prior year’s assurance results into account.

Each audit review will be designed to provide evidence based assurance over the
management of risk and controls within that area. The results of each review will be shared
with management so that any required improvements can be actioned to restore satisfactory
systems of internal control.

It is management’s responsibility to control the risk of fraud and corruption; however, internal
audit will be alert to such risks in all the work that is undertaken. In addition, the Head of
Internal Audit is either responsible for, or is consulted on, related policy and strategy. These
include for example, Counter Fraud, Corruption, Anti-Bribery, Whistleblowing, Anti-Money
Laundering and includes the related promotion and training for officers and councillors.

Through the contract in place with TIAA Ltd, there are other services that can be provided,
these include: fraud investigations, grant certification and digital forensics.

Independence and Objectivity

Internal Audit must be sufficiently independent of the activities that are audited to enable an
impartial, unbiased and effective professional judgement. All internal auditors working within
Eastern Internal Audit Services, annually confirm their adherence the Code of Ethics, which
sets out the minimum standards for performance and conduct. The four core principles are
integrity, objectivity, confidentiality and competency.

The Internal Audit Team at South Norfolk Council, consisting of the Head of Internal Audit and
the Senior Internal Auditor, do not have any responsibility or authority over any activities
outside of Internal Audit.

As contractors the TIAA Internal auditors have no operational responsibility or authority over
any of the activities which they are required to review. They do not engage in any other activity,
which would impair their judgement, objectivity or independence.

If the independence or objectivity of the Head of Internal Audit is impaired, or appears to be,
the details of the impairment will be disclosed to senior management. The nature of the
disclosure will depend upon the impairment.

Professional Standards
The Internal Audit Service and all Internal Audit staff operate in accordance with all mandatory
guidance within the PSIAS including the Core Principles for the Professional Practice of

Internal Auditing, the Code of Ethics, the Standards and Definition of Internal Auditing. Internal
Auditors also have regard for the principles contained within the Standards of Public Life.
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Internal Audit Resources

The Head of Internal Audit is professionally qualified (CMIIA, CCAB or equivalent) and has
wide ranging internal audit management experience to enable them to deliver the
responsibilities of the role.

The Head of Internal Audit is supported by a Senior Internal Auditor in ensuring the Internal
Audit Service has access through the contract to a team of staff who have the appropriate
range of knowledge, skills and experience to deliver the audit service.

Audit Planning

The Head of Internal Audit develops a strategy, alongside a strategic and annual internal audit
plan, using a risk-based approach.

The Internal Audit Strategy provides a clear direction for internal audit services and creates a
link between the Charter, the strategic plan and the annual plan.

The annual internal audit plan of work, developed as per the Internal Audit Strategy, is derived
using a risk-based approach, discussed with Senior Management and approved by the Audit
Committee. The Head of Internal Audit is responsible for the delivery of the Internal Audit Plan,
which will be kept under regular review and reported to the Audit Committee.

Audit Reporting

On conclusion of each assurance review included within the annual internal audit plan, a report
will be provided to management giving an opinion on the adequacy of controls in place to
manage risk. This report will provide an assurance level and associated recommendations to
ensure that risks are appropriately addressed.

Management can choose not to accept / implement the recommendations raised, in all
instances this will be reported through to Senior Management and the Audit Committee,
especially in instances whereby there are no compensating controls justifying the course of
action.

A Progress Report is periodically presented to the Audit Committee which includes the
Executive Summary of all final reports, any significant changes to the approved plan and the
performance of the contractor relative to completing the agreed plan.

A Follow Up Report is also periodically produced for the Audit Committee showing
management progress against the implementation of agreed recommendations arising from
internal audit assurance reports. The Internal Audit Team will verify and obtain evidence to
demonstrate recommendation completion from responsible officers.

An Internal Audit Annual Report and Opinion is produced for Senior Management and the
Audit Committee following the completion of the annual audit plan each financial year.

This report includes a summary of all Internal Audit work carried out, details of
recommendations that have been implemented by management and the Annual Opinion.
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The annual opinion is based on the overall adequacy and effectiveness of the Local Authority’s
framework of governance, risk management and control during the financial year, together
with reasons if the opinion is unfavourable. This opinion is reached by considering the results
from assurance reviews undertaken throughout the year.

The report also highlights any issues that are deemed particularly relevant to the Annual
Governance Statement (AGS) and the results of the review of the effectiveness of internal
audit.

Quality Assurance and Improvement Programme

The Standards require a quality assurance and improvement programme to be developed that
covers all aspects of internal audit, including both internal and external assessments.

If an improvement plan is required as a result of the internal or external assessment, the Head
of Internal Audit will coordinate appropriate action and report this to Senior Management and
the Audit Committee, as part of the annual report and opinion.

Internal Assessment

Internal assessment includes the ongoing monitoring of the performance of the contractor
through the performance measures. These form a key part of service management of the
contract and are subject to quarterly reporting to the Head of Internal Audit for review.

On conclusion of audit reviews, a feedback form is provided to the key officer identified during
the audit process. Outcomes are reviewed and relevant improvements discussed with the
contractor.

The Standards also require periodic self-assessment in relation to the effectiveness of internal
audit, the detail and outcomes of which are then forwarded to the Section 151 Officer or
Section 17 Officer for their independent scrutiny, before the summary of which is provided to
the Audit Committee as part of the annual report and opinion. This information enables the
Committee to be assured that the Internal Audit Service is operating in accordance with best
practice.

External Assessment

External assessments must be conducted at least once every five years by a qualified,
independent assessor or assessment team from outside the Organisation. This can be in the
form of a full external quality assessment that involves interviews with relevant stakeholders,
supported by examination of the internal audit approach and methodology leading to the
completion of an independent report, or a validated self-assessment, which the Internal Audit
Manager compiles against the PSIAS assessment tool, which is then validated by an external
assessor/team. The full external quality assessment is the chosen option for Eastern Internal
Audit Services.

An external assessment will:
¢ Provide an assessment on the internal audit function’s conformance to the standards;

e Assess the performance of the internal audit activity in light of its charter, the
expectations of the various boards and executive management;

¢ |dentify opportunities and offer ideas and counsel for improving the performance of the
internal audit activity, raising the value that internal audit provides to the organisation;
and
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¢ Benchmark the activities of the internal audit function against best practice.

11.4.3 In October 2022, Eastern Internal Audit Services was fully assessed by the Chartered Institute
of Internal Auditors. The conclusion of the review was:

“EIAS conforms with the vast majority of the Standards, as well as the Definition, Core Principles and the Code
of Ethics, which form the mandatory elements of the PSIAS and the Institute of Internal Auditors’ International
Professional Practices Framework (IPPF), the globally recognised standard of quality in Internal Auditing”.

11.4.4 The next External Quality Assessment is scheduled for October 2027.
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EASTERN INTERNAL AUDIT SERVICES
INTERNAL AUDIT STRATEGY FOR 2024/25

Introduction

The Internal Audit Strategy is a high-level statement of;
¢ How the internal audit service will be delivered;

e How internal audit services will be developed in accordance with the Internal Audit
Charter;

¢ How internal audit services links to the organisational objectives and priorities; and
¢ How the internal audit resource requirements have been assessed.

The provision of such a strategy is set out in the Public Sector Internal Audit Standards (the
Standards).

The purpose of the strategy is to define the objectives, function, the approach, resources and
processes needed to achieve Internal audit service, providing a clear link between the Charter
and the annual plan.

Throughout this strategy the term ‘The Council’ or ‘Council’ references any member of the
Eastern Internal Audit Services Consortium. The term ‘Audit Committee’ is used throughout to
refer to each Council’'s Audit Committee or equivalent.

How the internal audit service will be delivered

The role of the Head of Internal Audit and contract management is provided by South Norfolk
Council to; Breckland, Broadland, North Norfolk, and South Norfolk District Councils, Great
Yarmouth Borough Council, the Broads Authority and from April 2022, Norwich City Council.
All Councils are bound by a Partnership Agreement.

The delivery of the internal audit plans for each Council is provided by an external audit
contractor, who reports directly to the Head of Internal Audit at South Norfolk Council.
Following a successful procurement exercise the new contract with TIAA Ltd commenced from
1 April 2022 and ends on 31 March 2027, with the option to extend for a further term of two
plus two.

How internal audit services will be developed in accordance with the Internal Audit
Charter

Internal Audit objective and outcomes

Internal audit is an independent, objective assurance and consulting activity designed to add
value and improve the Council’s operations. It helps the Council accomplish its objectives by
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3.1.2

3.2

3.2.1

3.2.2

3.2.3

3.2.4

3.2.5

bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk
management, control and governance processes.

The outcomes of the Internal Audit Service are detailed in the Internal Audit Charter and can
be summarised as; delivering a risk-based audit plan in a professional, independent manner,
to provide the Council with an opinion on the level of assurance it can place upon the internal
control environment, systems of risk management and corporate governance arrangements,
and to make recommendations to improve these provisions, where further development would
be beneficial.

The reporting of the outcomes from internal audit is through direct reports to senior
management in respect of the areas reviewed under their remit, in the form of an audit report.
The Audit Committee and the Section 17 Officer also receive: -

¢ The annual Internal Audit Plan, which is risk based and forms the next financial year’s
plan of work; and

e The Annual Report and Opinion on the overall adequacy and effectiveness of the
Council’s framework of governance, risk management and control.

Internal Audit Planning

A risk-based internal audit plan (RBIA) is established in consultation with senior management
that identifies where assurance and consultancy is required.

The audit plan establishes a link between the proposed audit areas and the priorities and risks
of the Authority considering: -

e Stakeholder expectations, and feedback from senior and operational managers;

e Objectives set in the strategic plan and business plans;

e Risk maturity in the organisation to provide an indication of the reliability of risk
registers;

e Management’s identification and response to risk, including risk mitigation strategies
and levels of residual risk;

e Legal and regulatory requirements;
e The audit universe — all the audits that could be performed; and
¢ Previous internal audit plans and the results of audit engagements.

In order to ensure that the internal audit service adds value to the Council, assurance should
be provided that major business risks are being managed appropriately, along with providing
assurance over the system of internal control, risk management and governance processes.

Risk based internal audit planning starts with the Council’'s Corporate Plan, linking through to
the priority areas and the related high-level objectives. The focus is then on the risks, and
opportunities, that may hinder, or help, the achievement of the objectives. The approach also
focuses on the upcoming projects and developments for the Council.

The approach ensures; better and earlier identification of risks and increased ability to control
them; greater coherence with the Council’'s priorities; an opportunity to engage with
stakeholders; the Audit Committee and senior management better understand how the
Internal Audit Service helps to accomplish its objectives; and this ensures that best practice is
followed.
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3.2.6

3.2.7

3.2.8

3.3

3.3.1

3.3.2

3.3.3

41

4.2

4.3

The key distinction with establishing plans derived from a risk based internal audit approach
is that the focus should be to understand and analyse management’s assessment of risk and
to base audit plans and efforts around that process.

Consultation with the Section 151 Officer and senior management takes place through
discussion during which current and future developments, changes, risks and areas of concern
are considered and the plan amended accordingly to take these into account.

The outcome of this populates the annual Internal Audit Plan, which is discussed with and
approved by senior management prior to these being endorsed by the Audit Committee. In
addition, External Audit is also provided with details of the plans.

Internal Audit Annual Opinion

The annual opinion provides senior management and the Audit Committee with an
assessment of the overall adequacy and effectiveness of the Authority’s framework of
governance, risk management and control.

The opinion is based upon: -
e The summary of the internal audit work carried out;

¢ The follow up of management action taken to ensure implementation of agreed action
as at financial year end;

e Any reliance placed upon third party assurances;

e Any issues that are deemed particularly relevant to the Annual Governance Statement
(AGS);

e The Annual Review of the effectiveness of Internal Audit, which includes: -

o A statement on conformance with the Public Sector Internal Audit standards
and the results of any quality assurance and improvement programme,

o The outcomes of the performance indicators and

o The degree of compliance with CIPFA’s Statement on the Role of the Head of
Internal Audit.

In order to achieve the above, Internal Audit operates within the Standards and uses a risk-
based approach to audit planning and to each audit assignment undertaken. The control
environment for each audit area reviewed is assessed for its adequacy and effectiveness of
the controls and an assurance rating applied.

How internal audit services links to the organisational objectives and priorities

In addition to the approach taken as outlined in section 3.2 (Internal Audit Planning), which
ensures that the service links to the Council’'s objectives and priorities and thereby through
the risk-based approach adds value, Internal Audit also ensures an awareness is maintained
of local and national issues and risks.

The annual audit planning process ensures that new or emerging risks are identified and
considered at a local level. This strategy ensures that the planning process is all
encompassing and reviews the records held by the Council in respect of risks and issue logs
and registers, reports that are taken through the Council Committee meetings, and through
extensive discussions with senior management.

Awareness of national issues is maintained through the contract in place with the external
internal audit provider through regular “horizon scanning” updates, and annually a particular

Page |14



4.4

4.5

5.1

5.2

5.3

5.4

5.5

focus provided on issues to be considered during the planning process. Membership and
subscription to professional bodies such as the Chartered Institute of Internal Auditors and the
CIPFA on-line query service, liaison with External Audit, and networking, all help to ensure
developments are noted and incorporated where appropriate.

The Council’s risk profile will be evaluated throughout each year, and if required, amendments
to the Internal Audit Plan will be suggested for approval to ensure that internal audit coverage
continues to focus on providing assurance over key risks.

Coverage and testing plans for each audit are determined using the following principles: -

e The number of days allocated to each review is considered based on the complexity of
the area being audited factoring in audit scoping, testing time and quality assurance
processes.

e Key management assurance controls will be prioritised during testing to confirm that risks
identified by the service area and internal audit during scoping are being monitored and
managed.

¢ Ordinarily, samples for each control tested will be selected to cover a 12-month period to
ensure that internal audit coverage supports the annual internal audit opinion.

e Testing sample sizes will ordinarily be based on the frequency of the control. By way of
example; for each key financial control carried out weekly, a sample of four, one in each
quarter across the year will be selected.

e Testing samples will be selected randomly and objectively to provide a balanced view on
the strength of the controls in place.

e Where applicable, data analytics will be used to test 100% of the available sample. The
Internal Audit team will aim to increase the opportunities to adopt data analytics in their
work to provide greater levels of assurance.

How internal audit resource requirements have been assessed

The in-house Internal Audit Team at Eastern Internal Audit Service (EIAS) Consortium
consists of a Head of Internal Audit who is a Chartered internal audit professional and a Senior
Internal Auditor, currently training to become a Certified Internal Auditor.

These resources are used to contract manage the outsourced provider effectively, ensuring
that the key performance measures of the service are met on behalf of consortium members.
The Team also provides internal audit management support to one other Council outside of
the Consortium.

The Senior Internal Auditor is a recent appointment to enhance continuity arrangements and
contribute towards building succession opportunities within the Consortium.

Through utilising a contractor, the risk-based internal audit plan can be developed without
having to take into account the existing resources, as you would with an in-house team, thus
ensuring that audit coverage for the year is appropriate to the Council’s needs and not tied to
a particular resource.

A core team of staff is provided by the contractor to deliver the audit plan, and these staff bring
with them considerable public sector knowledge and experience. These core staff can be
supplemented with additional staff should the audit plan require it, and in addition specialists,
e.g., information technology auditors, contract auditor, fraud specialists, can be drafted in to
assist in completing the internal audit plan and focusing on particular areas of specialism.
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5.6

5.7

5.8

5.9

5.10

All audit professionals are encouraged to continually develop their skills and knowledge
through various training routes; formal courses of study, in-house training, seminars and
webinars. As part of the contract, the contractor needs to ensure that each member of staff
completes a day’s training per quarter.

The External Quality Assessment in 2022/23 highlighted that that the Internal Audit Service
needs to invest in skills relating to data analytics to ensure audits are carried out to take full
advantage of the benefits that can be realised from this audit technique.

The new Head of Internal Audit and Senior Internal Auditor are both trained in data analytics
using MS PowerBi. The contractor has also been developing data analytic capabilities within
its auditing of financial key controls audits. A commitment has been made to ensure that by
2025/26 each internal audit review regardless of area will incorporate some data analytics
testing. Where systems data is not available to support such tests, a recommendation will be
highlighted with the aim of encouraging the development of data maturity. A Data Analytics
Strategy will be developed in 2024/25.

In addition to the above, in order to support the internal audit function to deliver the service
using the latest best practice from the internal auditing profession, subject matter leads have
been assigned to each new subject area such as climate and sustainability, culture and Al
data analytics. Each subject matter lead will proactively seek training and guidance for their
assigned area and will be responsible for upskilling the rest of the team.

The above-mentioned arrangements ensure that the Internal Audit Service is able to respond

effectively to the assurance needs of the Council whilst ensuring that the core team used are
sufficiently qualified and experience.
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APPENDIX 3 — STRATEGIC INTERNAL AUDIT PLAN 2024/25 to 2026/27

Governance & Risk Management

Corporate Governance

2019/20 - Scheme of delegation -
Control environment - good,
Compliance - substantial.

2023/24 (Follow up - Local
Partnerships' review of the strategic and
governance arrangements for NCSL) -
TBC

Critical to annual internal audit opinion.
Audit carried out bi-annually due to
significant inherent reputational and legal
risks.

2023/24 - Deferred

identified by the Council.

Democratic Services No specific strategic or operational risks 10 Assurance that the systems for
identified by the Council. pricessing Members' expenses is
adequate and will include a review
of the policy for this area.
Annual Governance Statement 2022/23 - Substantial No specific strategic or operational risks 8 Annual assurance provided on
identified by the Council. evidence to support statements in
AGS and in-depth review every 3
years.
Risk Management 2021/22 - Reasonable No specific strategic or operational risks 10 Assurance on the new risk

management framework.

|Legal Services & Procurement

Insurance

identified by the Council.

Procurement 2018/19 - Procurement Compliance - |Medium Risk CORP23 15
Satisfactory Impact of economic downturn on key
Compliance - good. council suppliers (the current economic
2023/24 - Reasonable conditions increases the risk of a key
supplier to the Council failing, or
suppliers experiencing financial
difficulties and therefore seeking to vary
contracts to change their inherent risk
profile).
Contract Management 2019/20 - Contract extensions Medium Risk CORP12 15
Control environment - satisfactory; Contract management - governance
Compliance - good. (ineffective management of contracts
2023/24 - Reasonable leads to poor service delivery).
Legal Services Arrangements and New area No specific strategic or operational risks 12

Corporate Areas
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2020/21 - Purchase cards - Reasonable

identified by the Council.
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Elections 2022/23 - Position Statement No specific strategic or operational risks 10
identified by the Council.
FOI and Complaints 2022/23 - Reasonable No specific strategic or operational risks 12
identified by the Council.
Corporate Strategy and Performance [2019/20 - KPIs 5 10 Days have been alocated to advise
Control Environment - good, on the development of the new
Compliance - satisfactory performance framework. An audit
2020/21 - Annual Key Policies & will follow in 2025/26.
Procedures - Limited
Programme and Project Management {2018/19 - Control Environment - good, |No specific strategic or operational risks
Future Shape Norwich Compliance - satisfactory identified by the Council.
Corporate Health and Safety 2021/22 - Limited Medium Risk CORP03 10 Assurance on the Council's health
Health & Safety in the workplace (a and safety processess.
health & safety breach occurs in respect
of an employee, contractor or member of
the public using a City Council owned
asset).
Counter Fraud and Corruption 2022/23 - Reasonable No specific strategic or operational risks 10
Arrangements identified by the Council.
Financial Systems
Key Controls and Assurance 2022/23 - Limited No specific strategic or operational risks 10 15 15  |Assurance that the key controls
2023/24 - TBC identified by the Council. within the Council's systems
(payroll, housing (rents and
benefits) are working in practice.
Financial Sustainability Medium risk CORP01
Council Funding Medium — Long Term
(continued reductions in the Council’s
sources of funding over the medium
term).
Accountancy Services includes control|2020/21 - Banking reconciliation and No specific strategic or operational risks 30 Assurance that the controls in
accounts, banking, bank cash controls - Substantial identified by the Council. place within these modules in the
reconciliation, asset register, 2021/22 - Treasury - Reasonable new finance system are
budgetary control and treasury 2023/24 - Deferred appropriate. This will be followed
management up in Q4 with some sample testing
Accounts Payable 2020/21 - Substantial No specific strategic or operational risks 12 |to confirm that controls are

operating in practice.




Planning

and management

Adequacy of system - satisfactory;
Compliance - Satisfactory
2023/24 - Reasonable

Failure to respond to a critical, business
continuity or emergency planning event

(unexpected events may occur that either

impact the Council directly or require a
corporate response across the city area
or wider).

Accounts Receivable 2018/19 - Debt Recovery No specific strategic or operational risks 10
Control environment - good; identified by the Council.
Compliance - good.
2020/21 - Accounts Receivable -
Reasonable
2023/24 - TBC
Income Previously included within other areas |No specific strategic or operational risks 10
2023/24 (Cash and banking) - identified by the Council.
Substantial
Human Resources and Organisation Development
Staff Wellbeing 2022/23 - Deferred No specific strategic or operational risks 5 Some days have been included in
2023/24 - Deferred identified by the Council. the Plan to analysis data collected
and draw conclusions for
improvements.
Payroll and officer expenses (In-house [2020/21 - Payroll - Reasonable No specific strategic or operational risks 5 15 Some days have been included in
from 2024/25, Unit 4) 2022/23 - Payroll and HR Reasonable |identified by the Council. the Plan to advise on controls for
the new system. This will be
followed by a full audit in 2025/26.
Human Resources (includes officer  |2022/23 - HR Reasonable No specific strategic or operational risks 10 Assurance that the
expenses & DBS checks) identified by the Council. recommendations in the NC2324
audit report for the completion,
recording and monitoring of DBS
checks, in accordance with the
Council's policy are now in place
and operating.
IR35 Compliance 2021/22 - Reasonable No specific strategic or operational risks 10
identified by the Council.
Performance and Training Needs Not recently reviewed No specific strategic or operational risks
identified by the Council.
Planning and Regulatory Services
Business Continuity and Emergency |2017/18 - Business continuity policy Medium Risk CORP06 12
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Development Management - Planning
and Enforcement

2013/14 - Planning Income - Moderate

No specific strategic or operational risks
identified by the Council.

12

Assurance that the Council is
undertaking its enforcement action
in accordance with statutory
timescales, and assurance on the
governance arrangements and
management oversight of cases,
and the systems for recording and
managing cases.

Community Infrastructure Levy (CIL) &
S106 agreements

CIL income, Apr 2015 - Substantial.

No specific strategic or operational risks
identified by the Council.

10

Assurance on the processes
regarding the applying for, receipt
of and spend of monies in realtion
to S106 agreements and CIL.

Hertiage Buildings at Risk 2022/23 - Reasonable No specific strategic or operational risks 10
identified by the Council.
Building Control (Contract with CNC) [Not reviewed recently No specific strategic or operational risks 12 Assurance that the contract with
identified by the Council. CNC for building control is being
managed and monitored
effectively, thereby providing the
Council with assurance that the
contracted service is being
undertaken timely and in
accordance with regulations.
Private Sector Housing - Enforcement {2023/24 - TBC Medium Risk CORP17 Private Sector Housing Enforcment
HMOs and private sector rentals. Failure to deliver acceptable levels of covering damp and mould
performance in regulatory services management to be covered in
(failure to provide statutory services to an 2023/24.
adequate standard resulting in harm to
Food Health and Safety (food 2022/23 - Reasonable residents/visitors and businesses in 12
premises' inspections) Norwich).
Environmental Health - Contaminated |2022/23 - Reasonable 12
Land and Air Quality
Licensing (HMOs, taxis,alcohol etc) |2020/21 Reasonable 15
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Domestic Rates

2020/21 - National Non-Domestic Rates
- Reasonable
2023/24 - Reasonable

identified by the Council.

Landscaping Service (main clients are No specific strategic or operational risks 10 Assurance that services provided
NCC's Capital Project Team & Norfolk identified by the Council. are adequately managed, the
County Council) service itself has management
oversight and monitoring, and that
charges for work are calculated in
accordance with the CIPFA
guidance, promptly invoiced and
collected.
Non-Housing Property and Economic Development
Non-Housing Commercial Property 2018/19 - Commercial rents Medium Risk CORP26 10 Assurance on the implementation
(covering asset mgmt strategy, Control environment - satisfactory; Failure to effectively manage commercial of the Asset Management
property services (rents and compliance - satisfactory property portfolio (to ensure income is Framework, following the asset
tenancies), capital works and repairs maximised and liabilities are minimised review, and action plan, including
and maintenance (planned and 2019/20 - Commercial property and and substantial risks of holding the new governance arrangements
responsive) (NCSL)) Investment Strategy commercial property are appropraitely for asset mgmt.
Control environment - good; mitigated. [transferred from directorate
Compliance - good. risk register 29/6/2023]). 15 Assurance that capital works
programmes are being actioned
2021/22 Capital Programme Audit - timely and appropriately monitored
Limited and managed, and contracts for
works procured appropriately,
2023/24 - Deferred achieving value for money.
Externally funded projects & economic |2022/23 (Towns Deal Fund) - No specific strategic or operational risks 10 Covers use of funds from Towns
development Substantial identified by the Council. Deal, £25m for various initiatives
and the Levelling Up, £7.5m for
Sloughbottom Park.
Revenues and Benefits
Council Tax and National Non- 2020/21 - Council Tax - Reasonable No specific strategic or operational risks 15
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Health and safety and compliance in
council homes and buildings (Norwich
City Council has identified a series of
weaknesses in its management of health
and safety compliance in its Council
homes and Buildings).

Housing Benefits and Council Tax 2020/21 - Reasonable No specific strategic or operational risks 18 15 |Assurance that applications are
Reduction Scheme 2022/23 - Reasonable identified by the Council. being assessed and actioned in a
timely manner, including a review
of overpayments, arrears and debt
recovery and write offs,
discretionary housing payments,
reconciliations and the QA
process.The audit will also look at
the council tax discounts and
whether these are being applied
and backdated where the rules
allow.
Debt Management and Recovery No specific strategic or operational risks 15 Assurance on how debts are
identified by the Council. managed at the Council following
the project in this area covering
governance and procedures to
ensure that debt is recovered
timely.
Housing Delivery
Lion Homes 2022/23 - Position Statement (Review Medium Risk CORP18 12
against the Local Partnerships' LA Failure to address Natural England
Company Review Guidance) advice on Nutrient Neutrality (NN) (the
- - - - - determination of planning applications -
Social Housing Delivery (HRA) Elements covergd during Capital continues to be held up with resulting 12 Assurapce on the controls in place
Programme Audit 2021/22 negative impacts on economy of Norwich for. capital projects Fo managg the
and housing delivery). build of houses to time and W|th!n
budget. (Threescore Phase 3 will
be project to review in this audit)
Building Safety & Compliance
Housing Compliance 2023/24 - TBC High Risk CORP14 10 10 10  [Assurance that health and safety

statutory compliance checks (gas,
electrical, asbestos, water safety,
fire) are being completed on time
and appropriately managed now
that the Regulator's Notice has
been lifted.
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Control environment - moderate;
compliance - moderate

2022/23 - Reasonable

identified by the Council.

Planned Housing Maintenance (5-7  |2022/23 - Position Statement No specific strategic or operational risks 15 15  |Assurance that a programme of
year programme of works, £20m pa.) |2023/24 - specific work investigated identified by the Council. planned works has been
established, procured and
contracts are in place and being
adequately monitored and
managed for completion on time
and to budget, and in terms of
quality of work.
Housing Repairs and Void Contract mgmt NNBL - 2019-20 (Feb  |No specific strategic or operational risks 15 15  |Assurance that repairs for voids
Management - NCSL 2020), control environment - Limited, identified by the Council. (revenue expenditure) and urgent,
compliance - limited. emergency and routine repairs are
2023/24 - TBC being actioned timely and
appropriately managed.
Housing and Community Safety
Housing Rents and Arrears 2020/21 - Reasonable No specific strategic or operational risks 15
2021/22 - Substantial identified by the Council.
Housing Services incl. Housing & 2022/23 - Deferred No specific strategic or operational risks 12 Assurance that the controls in
Tenancy Mgmt Services, Community [2023/24 (ASB) - Reasonable identified by the Council. place for Housing and Tenancy
Safety and Anti Social Behaviour. Management Services are
adequate and effective.
Safeguarding Audit of annual key policies and Medium Risk CORP09 10 Assurance that the Council has
procedures review - safeguarding Failure to fulfil statutory or legislative adequate and effective processes
policy, 2018-19 (Mar 2019), control env {responsibilities — safeguarding (Norwich in place to promote the welfare of
substantial. City Council has a duty to promote the and to safeguard all children and
2022/23 - Limited welfare of and to safeguard all children vulnerable adults from harm.
and vulnerable adults from harm).
Right to Buy Scheme No specific strategic or operational risks 10
identified by the Council.
Leasehold Management 2016/17 - Leasehold properties No specific strategic or operational risks 12
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identified by the Council.

Housing Needs, Allocations, 2013/14 - Homelessness, use of Medium Risk CORP24 12
Homelessness & Housing Register temporary accommodation - Substantial | Temporary and Supported
2023/24 - TBC Accommodation - Reducing the Housing
Benedit Subsidy gap (the ability to claim
100% Housing Benefit subsidy is
depedant on a number of relevant criteria
depending on the type of housing and
support provided. The gap between
Housing Benefit we can claim back is
growing due to the type of provision in
the Temporary/Exempt Supported sector
and also TA/Private Sector leasing).
Disabled Facilities Grants & 2023/24 - Limited No specific strategic or operational risks The grant certification work for
discretionary loans identified by the Council. Norfolk County Council will have
extended coverage to pick up on
the recommendations made in the
2023/24 report.
Environmental Services
Waste Management (incl Garden Contract Management — Waste, Refuse |No specific strategic or operational risks
Waste Service) (Biffa) & Recycling service 2020-21 (Jan 21) - [identified by the Council.
limited.
NCSL 2021/22 - Limited
2022/23 - (Garden Waste Service) -
Reasonable
2023/24 (Biffa & NEWS Contracts) -
Environmental Services (grds maint.  |2022/23 (Tree Mgmt, playgrd No specific strategic or operational risks 12
(grass cutting, leaf clearance etc, incl |equipment, open spaces - inspection identified by the Council.
play areas,street cleaning, pest control{and maint.) - Reasonable
services, graffitti & fly tipping) &
arborticulture) ((NSCL)
Markets 2014/15 - Provisions Market - Moderate |No specific strategic or operational risks 12
2022/23 - Reasonable identified by the Council.
Bereavement Services 2015/16 - Moderate No specific strategic or operational risks 10 Assurance that the controls in

place for the bereavement service
are adequate and effective.
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2023/24 - Deferred

Cost of living (COL) crisis has a negative
impact on the city and the council (The
cost of living crisis: increases financial,
social and health inequalities for Norwich
residents; reduces the effectiveness of
council services as demand increases;
and reduces council income, so further
limiting our ability to deliver for the city).

Parking and Civil Enforcement 2015/16 - Substantial No specific strategic or operational risks 10 Assurance on the operation of off-
2023/24 - TBC identified by the Council. street parking (11 off street car
parks and the Council's three
owned mulit-storey car parks) and
parking permits.

Strategy Engagement and Culture

Emissions Reduction Grants New area No specific strategic or operational risks 12 Assurance that grant requirements
identified by the Council. have been followed as per Grant

Determination Letters.

Event Management and Tourism Not reviewed recently No specific strategic or operational risks 10
identified by the Council.

Environmental Sustainability 2023/24 - Position Statement High Risk CORP21 10 Future assurance on this risk and
Climate Change risk to Council and its progress with mitigating acitons.
residents (climate change means council
buildings and commercial buildings will
not meet health and safety requirements
and maintenance costs may also
increase. People affected by inequality
are likely to suffer disproportionately from
the adverse effects of climate change
and inequality is likely to increase (similar
to COVID 19). Flooding and
environmental impact risks will also
increase).

Leisure 2022/23 (Riverside) - Reasonable No specific strategic or operational risks 12 Future assurance on the Norman
identified by the Council. Centre.

Equalities 2020/21 - Limited High Risk CORP20 10 Assurance on progress with

delivering the EDI Action Plan and
whether the outcomes are being
achieved.

Customer, IT and Digital
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identified by the Council.

Information Security & Data Protection |2017/18 - Information Security No specific strategic or operational risks 12 Assurance on the migration of data
Compliance Adequacy of system - good; identified by the Council. to Sharepoint to ensure that once
Compliance - good in Sharepoint, data is held and
2018/19 Information Security and retained in accordance with data
GDPR protection regulations.
Control environment - satisfactory;
Compliance - limited
2023/24 (Data Protection) - Reasonable
Website Refresh Project No specific strategic or operational risks 10 Assurance on the replacement

website project Phase 1.

identified by the Council.

Customer Contact Team 2023/24 - TBC No specific strategic or operational risks
identified by the Council.
Disaster Recovery 2022/23 - Reasonable No specific strategic or operational risks 10
identified by the Council.
Software Licensing inc Cloud Not reviewed recently No specific strategic or operational risks 10
applications identified by the Council.
Starters, Movers, Leavers 2023/24 - TBC No specific strategic or operational risks
identified by the Council.
Network Infrastructure Not reviewed recently No specific strategic or operational risks 10 Assurance on the management of
identified by the Council. the network systems covering
network admin, support, monitoring
and topology and resilience,
routers and virus detection and
prevention.
Service Desk No specific strategic or operational risks 10
identified by the Council.
IT Strategy and Governance 2021/22 Substantial No specific strategic or operational risks 10
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Cyber Security

2020/21 - Cyber Security - Reasonable
2022/23 - Reasonable

Medium Risk CORPO7 Cyber Security
(Cyber risk is the likelihood of suffering
negative disruptions to sensitive data,
finances, or council operations. Common
cyber risks are ransomware, phishing,
malware, data leak, insider threat, supply
chain and nation state cyber attack and
all are associated with events that could
result in a data breach.)

12

Application Audits - CRM & ERP

2019/20 - e5 finance system IT controls
Control environment - satisfactory;
compliance - satisfactory

2020/21 - Northgate pre-implementation
(Core Phase) - Reasonable

2022/23 - Housing System
Implementation Phase 2 - TBC

2023/24 (CRM) - Deferred

No specific strategic or operational risks
identified by the Council.

20

10

Assurance on the governance of
applications (user access and sign
on, role set up, Admin role,
connections to the network, user
account mgmt etc)

Al previous audits Norwich City Counci [ 1t [ t [ 6 [ |
! | [ 30 | 37 | 28 | |

Audit Committee attendance, reporting, quality assurance, contract management, advice and guidance. _

Page | 27



Appendix 4 - Annual Internal Audit Plan 2024/25

Governance & Risk Management

Democratic Services 10 10 Assurance that the systems for pricessing Members'
expenses is adequate and will include a review of the policy
for this area.

Risk Management 10 10 Assurance on the new risk management framework.

Annual Governance Statement 8 8 Annual assurance provided on evidence to support
statements in AGS and in-depth review every 3 years.

Corporate Areas

Corporate Strategy and Performance 5 Days have been alocated to advise on the development of
the new performance framework. An audit will follow in
2025/26.

Corporate Health and Safety 10 10 Assurance on the Council's health and safety processess.

Financial Systems

Key Controls and Assurance 10 10 Assurance that the key controls within the Council's systems

(payroll, housing (rents and benefits) are working in practice.

ERP controls for accounts payable, receivables, 30 20 10 Assurance that the controls in place within these modules in
accountancy services and income the new finance system are appropriate. This will be followed
up in Q4 with some sample testing to confirm that controls
are operating in practice.

Human Resources and Organisation Development

Staff Wellbeing 5 Some days have been included in the Plan to analysis data
collected and draw conclusions for improvements.

Payroll and officer expenses (In-house from 5 Some days have been included in the Plan to advise on

2024/25, Unit 4) controls for the new system. This will be followed by a full
audit in 2025/26.

Human Resources (includes officer expenses & 10 10 Assurance that the recommendations in the NC2324 audit

DBS checks) report for mandatory safeguarding e-learning and the

completion, recording and monitoring of DBS checks, in
accordance with the Council's policy are now in place and
operating.

Planning and Regulatory Services
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Development Management - Planning and 12 12 Assurance that the Council is undertaking its enforcement
Enforcement action in accordance with statutory timescales, and
assurance on the governance arrangements and
management oversight of cases, and the systems for
recording and managing cases.

Community Infrastructure Levy (CIL) & S106 10 10 Assurance on the processes regarding the applying for,
agreements receipt of and spend of monies in realtion to S106
agreements and CIL.

Non-Housing Property and Economic Development

Non-Housing Commercial Property (covering 10 10 Assurance on the implementation of the Asset Management
asset mgmt strategy, property services (rents Framework, following the asset review, and action plan,
and tenancies), capital works and repairs and including the new governance arrangements for asset mgmt.

maintenance (planned and responsive) (NCSL))

15 15 Assurance that capital works programmes are being
actioned timely and appropriately monitored and managed,
and contracts for works procured appropriately, achieving
value for money.

Revenues and Benefits
Housing Benefits and Council Tax Reduction 18 18 Assurance that applications are being assessed and
Scheme actioned in a timely manner, including a review of
overpayments, arrears and debt recovery and write offs,
discretionary housing payments, reconciliations and the QA
process. The audit will also look at the council tax discounts
and whether these are being applied and backdated where
the rules allow.

Housing Delivery
Social Housing Delivery (HRA) 12 12 Assurance on the controls in place for capital projects to
manage the build of houses to time and within budget.
(Threescore Phase 3 will be project to review in this audit)

Building Safety & Compliance
Housing Compliance 10 10 Assurance that health and safety statutory compliance
checks (gas, electrical, asbestos, water safety, fire) are being
completed on time and appropriately managed now that the
Regulator's Notice has been lifted.

Planned Housing Maintenance (5-7 year 15 15 Assurance that a programme of planned works has been
programme of works, £20m pa.) established, procured and contracts are in place and being
adequately monitored and managed for completion on time
and to budget, and in terms of quality of work.
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Housing Repairs and Void Management - NCSL 15 15 Assurance that repairs for voids (revenue expenditure) and
urgent, emergency and routine repairs are being actioned
timely and appropriately managed.

Housing and Community Safety

Housing Services incl. Housing & Tenancy Mgmt 12 12 Assurance that the controls in place for Housing and
Services, Community Safety and Anti Social Tenancy Management Services are adequate and effective.
Behaviour.

Safeguarding 10 10 Assurance that the Council has adequate and effective

processes in place to promote the welfare of and to
safeguard all children and vulnerable adults from harm.

Environmental Services
Parking and Civil Enforcement 10 10 Assurance on the operation of off-street parking (11 off street
car parks and the Council's three owned mulit-storey car
parks) and parking permits.

Strategy Engagement and Culture
Equalities 10 10 Assurance on progress with delivering the EDI Action Plan
and whether the outcomes are being achieved.

Customer, IT and Digital

Information Security & Data Protection 12 12 Assurance on the migration of data to Sharepoint to ensure

Compliance that once in Sharepoint, data is held and retained in
accordance with data protection regulations.

Website Refresh Project 10 10 Assurance on the replacement website project Phase 1.

Application Audits - ERP 10 10 Assurance on the governance of applications (user access

and sign on, role set up, Admin role, connections to the
network, user account mgmt etc)

Application Audits - CRM 10 10

Follow Up of Audit Recommendations

All audit recommendations 16 4 4 4 4 Bi-monthly follow up of agreed audit recommendations
Internal Audit Management Days

Audit Committee attendance, reporting, quality 40 10 10 10 10

assurance, contract management, advice and

guidance.

Total Number of Days 360 64 104 89 88
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APPENDIX 5 — NORWICH CITY COUNCIL ASSURANCE MAP TOP 3 SCORING CORPORATE RISKS 2023/24

First Line Assurance

Risk CORP14 - Non compliance with Health and
Safety requirements in Council Homes and
Buildings resulting in serious detriment to tenants
and Social Housing Regulator enforcement action.

Risk CORP20 - Cost of Living Crisis increases
financial social and health inequalities for Norwich
residents, increasing demand for services.

Risk CORP18 - Failing to address Natural England
advice on Nutrient Neutrality - resulting in a
sustained period of time when planning
applications cannot be progressed.

Regular reporting to Cabinet on performance in
relation to dwellings with compliant gas safety
certificate. Performance relating to Health and Safety
safety requirements such as Fire Safety Assessments,
electrical safety reported at management level.

Regular reporting at Cabinet level covering work
undertaken by the Council and various key
performance indicators covering housing and
information regarding income and debt levels.

Cross council officer working group continues to look
for opportunities for solutions.

Short term mitigation actions have been designed.
The Council is working on longer term larger scale
mitigation with local planning authorities. A partnership
has been set up to explore the options of a joint
venture.

Regular updates to members and portfolio holder.

Options paper to be presented to Council for decision.
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Second Line Assurance Third Line Assurance

Senior management regularly liaises with the social Internal audit review planned for Quarter 3
housing regulator on progress of recovery plan 2023/24 to provide assurance over sustained and
following self referral of non compliance. improved performance in housing compliance.

Independent 3rd party review has been carred out
by Campbell Tickell on Phase 1 of the compliance
recovery plan. Phase two is scheduled for Q2
2023/24.

Strategic risk and mitigation progress monitored at  An audit of housing needs, housing register and

senior management level at Cabinet and Audit homelessness is planned for 2023/24. In addition,

Committee level. Council Tax and NNDR collection rates will be
covered during our review of this area and debt
management as part of key controls in 2023/24.

Regular updates on progress to mitigate the nutrient EIAS will work with Director of Place at South

neutrality risk are discussed with Natural England Norfolk Council to provide a position statementin

through the partnership. 2023/24 covering joint venture set up and
governance arrangements. Observations will be

Strategic risk and mitigation progress monitored at  provided to the Council and Audit Committee.
senior management level at Cabinet and Audit
Committee level.
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